Technical Procurement Dossier:
Transnational Cyber-Surveillance
Integration via U.S. Municipal Policy
Networks

The integration of advanced, foreign-state-affiliated cyber-surveillance platforms into domestic
United States municipal law enforcement agencies represents a highly coordinated,
extra-legislative framework designed to bypass traditional legislative channels and standardize
anti-bias enforcement at the local level. This commercial procurement pipeline, designated as
"Vector 12," links municipal policymaking to the acquisition of proprietary web-intelligence
(OSINT), warrantless geolocation tracking, and predictive social-media monitoring tools. By
coordinating directly with municipal executives, transnational advocacy groups embed
surveillance priorities directly into local city halls, police departments, and school boards,
establishing an efficient conduit for private-sector intelligence ingestion.

The Transnational Policy-to-Procurement Conduit:
The CAM Mayors Advisory Board and the Municipal
Antisemitism Action Index

The primary administrative engine driving local policy standardization and subsequent technical
acquisition is the Mayors Advisory Board, launched in October 2025 by the Combat
Antisemitism Movement (CAM). Chaired by Providence Mayor Brett Smiley, this board serves
as the coordinating body for the regional implementation of CAM'’s signature municipal policy
blueprint: the Municipal Antisemitism Action Index.

The geographic distribution of active municipal corridors implementing this index is highly
concentrated across four strategic regional networks:

e The New England Flagship: Centered in Providence, Rhode Island, under Mayor Brett
Smiley, which acts as the primary administrative testing ground and regional deployment
engine for the Northeast.

e The South Florida Corridor: Managed through the Jewish Mayors and Municipal
Leaders Association (JMMLA) and led by South Florida mayors, including Scott Singer
(Boca Raton), Larisa Svechin (Sunny Isles Beach), Howard Weinberg (Aventura), Alix
Desulme (North Miami), and Margaret Brown (Weston). This corridor has successfully
integrated strict speech rules and commerce regulations.

e The Los Angeles Metro Corridor: Facilitated by Beverly Hills Mayor Sharona Nazarian
and Riverside Mayor Patricia Lock Dawson, utilizing regional summits to deploy
specialized campus policing standards and speech constraints.

e The Atlanta Metro Suburbs: Led by Sandy Springs Mayor Rusty Paul and Union City
Mayor Vince Williams, who convene closed-door regional forums to inject the index's
enforcement guidelines directly into public safety codes and school board administrative
rules.



During the January 2026 Georgia Mayors Roundtable on Antisemitism, hosted by Mayor Rusty
Paul in Sandy Springs, nearly a dozen Atlanta-area mayors gathered alongside representatives
from the Secure Community Network (SCN) and the Georgia Solidarity Network to codify these
public safety metrics. Participating cities in these closed-door deliberations included Austell
(Mayor Ollie Clemons), Duluth (Mayor Greg Whitlock), Dunwoody (Mayor Lynn Deutsch), Johns
Creek (Mayor John Bradberry), Jonesboro (Mayor Donya Sartor), Palmetto (Mayor Theresa
Thomas-Smith), and Roswell (Mayor Mary Robichaux), alongside delegations from Forest Park,
Hampton, Mableton, McDonough, and Savannah. This regional activation demonstrates how
symbolic commitments are rapidly translated into local administrative mandates.

The adoption of the Municipal Antisemitism Action Index alters traditional municipal zoning,
procurement, and policing codes. Under this framework, municipal procurement departments
insert compliance clauses that disqualify commercial vendors who fail to sign pledges certifying
they do not engage in boycotts of Israel or Israeli commerce.

Crucially, the policy framework alters law enforcement operations by standardizing incident
classification. Local police forces are instructed to classify non-violent political speech, protests,
and anti-Zionist slogans as potential hate crimes or bias incidents. This administrative
classification lowers the legal threshold for threat intelligence monitoring, establishing a direct
policy-to-procurement trigger: the newly created administrative requirement to monitor "local
bias threats" is used to justify the sole-source procurement of proprietary cyber-intelligence tools
capable of mass data scraping and warrantless location tracking.

Corporate Procurement and Contractor Tracing

The commercial pipeline linking CAM-aligned jurisdictions to specialized cyber-intelligence firms
relies on direct contract awards, budget amendments, and cooperative purchasing agreements.
The primary entities facilitating this pipeline include Cobwebs Technologies (acquired by Spire
Capital in 2023 and merged into PenLink, Ltd.) and Voyager Labs.

The following table documents contract awards, municipal buyers, private vendors, and
transaction values:

Municipal / Private Vendor [Technology [Transaction Contract Term /|Procurement
Agency Buyer | Contractor Platform / Value Status \Vehicle /
Module Funding
Source
Washington, [Cobwebs Tangles (Web [$348,613.70 W-Year Sole Source
D.C. Homeland [Technologies |[Intelligence Licensing Purchase
Security & (PenLink, Ltd.) |Platform) (2020-2024; |Order; District
Emergency $70k—$90k Fusion Center
Management annually) Allocation
Agency
(HSEMA)
City of Cobwebs Tangles / $50,810.00 3-Year Initial |RFP 23-41;
Panama City [Technologies |[Investigative Term (August |Resolution No.
Beach, FL Software 2023 — August [23-206; Budget
Package 2026) Amendment
#50
Queens Cobwebs Tangles & Value Annual Sole Source
County [Technologies [WebLoc Undisclosed  [Subscription  |Procurement;




Municipal / Private Vendor [Technology [Transaction Contract Term /|Procurement
Agency Buyer | Contractor Platform / Value Status Vehicle /
Module Funding
Source
District Integration (June 2, 2023 —|PIN#
Attorney, NY June 1, 2024) |QDA20230406
Los Angeles [Voyager Labs |Voyager Trial 4-Month Discretionary
Police Platform / Deployment  [Evaluation Investigative
Department Friendship (2019) Funding /
(LAPD) Report Internal Trial
U.S. PenLink, Ltd. |WebLoc Value No-Bid Federal No-Bid
Immigration |(Cobwebs (Location Undisclosed  |Contract Award |Procurement
and Customs [Technologies) [Tracking (2025) Pipeline
Enforcement Product)
(ICE)

To bypass traditional competitive bidding laws and avoid public city council debate, municipal
police departments routinely utilize master cooperative purchasing agreements. Carahsoft
Technology Corporation acts as the premier "Master Aggregator" and distributor for Voyager
Labs and associated cyber-surveillance platforms within the state and local municipal market.
By leveraging pre-negotiated IT schedules—such as GSA Multiple Award Schedules (MAS),
California Multiple Award Schedules (CMAS), and NASPO ValuePoint cooperative
contracts—Ilocal agencies in CAM-aligned corridors can rapidly procure proprietary software
licenses without triggering localized transparency requirements.

Technical Infrastructure and Municipal Fusion Center
Ingestion

The technical integration of proprietary cyber-surveillance inputs into municipal policing
databases and local Homeland Security Fusion Centers occurs through structured data
pipelines. These systems ingest raw, unstructured data from the open, deep, and dark web,
processing it through machine learning algorithms to output actionable intelligence, geofenced
alerts, and network mapping.

The data flow is powered by specific architectural components:

Automated Semantic Tracking and Network Mapping

The core system utilized for social media parsing is Cobwebs Technologies’ Tangles platform.
An operator begins an investigation by inputting a single identifying seed—such as a phone
number, email address, username, or photo. Tangles utilizes artificial intelligence to crawl the
web, scrape unstructured social profiles, and automatically construct visual relation charts
displaying mutual friends, frequent interactions, and indirect connections.

Similarly, the Voyager Platform utilizes automated data scraping to analyze user connections,
outputting a "Friendship Report" that maps direct and indirect social networks to identify hidden
members of targeted associations.



Warrantless Geolocation Tracking

For spatial intelligence, agencies ingest data through Cobwebs' WebLoc module. WebLoc
automatically monitors and analyzes real-time, commercial location data linked to mobile
devices within specific geographic bounds. By integrating WebLoc feeds directly into local
Fusion Centers (such as Washington, D.C.'s HSEMA), law enforcement operators establish
continuous geofenced zones. The system is configured to trigger automated alerts when a
targeted individual enters a preselected geographic range or posts from a specific location,
allowing real-time tracking of protestors and assembly groups without a search warrant.

Psychographic Sentiment and "Affinity" Profiling

Voyager Labs’ software platforms analyze unstructured text and visual media to evaluate
subjective criteria, such as the strength of a target’s ideological beliefs and their level of
"passion”. The system applies automated machine learning models to generate a color-coded
risk score predicting the target’s "affinity for fundamentalism or extremism".

These predictive risk scores and automated threat feeds are routed directly into municipal

Real-Time Crime Centers (RTCCs) to drive preemptive policing allocations.

The Dual-Track Private-Public Ingestion Loop

Crucially, the technical stack is not limited to public municipal databases. Under the Municipal
Antisemitism Action Index framework, localized "bias incident" and protest data gathered by
municipal police are routed into state-level databases and CAM’s private registry, the
Antisemitism Research Center (ARC).

This database is further populated by Al-driven intake platforms, including Reportify—a
generative Al application incubated by the Adir Challenge Foundation that formats raw campus
incident reports into standardized civil rights complaints for automated routing into federal
portals (civilrights.justice.gov).

Additionally, CyberWell, an Israeli-linked big-data tracking engine, acts as a "trusted partner" to
feed standardized semantic corpora directly into corporate social media moderation benches
(such as Google Jigsaw's Perspective APl and Meta's moderation systems), establishing a
closed-loop pipeline where public police intelligence and private platform censorship operate in
tandem.

Grant Financial Architecture: Federal-Municipal
Funding Channels

The financial clearinghouse for these high-capital technical acquisitions relies on federal-to-local
grant mechanisms administered by the Department of Homeland Security (DHS). Following the
passage of the federal funding package signed on July 4, 2025, which appropriated $191 billion
to DHS, state and local non-disaster grant funding was supercharged. Local police departments
utilize these massive federal funding streams to purchase proprietary foreign-derived spyware
with minimal public oversight.
The primary funding conduits are:

e Urban Area Security Initiative (UASI): Focuses on high-density metropolitan areas and

regional fusion centers, allowing municipal policing hubs to cover the high subscription



costs of Cobwebs' Tangles and Voyager Analytics under the administrative category of
"preventing domestic terrorism".

e Homeland Security Grant Program (HSGP): Provides broader funding to state and local
agencies to enhance mobile and digital surveillance capabilities. Police departments
justify these acquisitions by linking them to the security audits and threat assessments
mandated by their adoption of the Municipal Antisemitism Action Index.

e Nonprofit Security Grant Program (NSGP): Leveraged by the CAM-aligned network to
direct federal funding to local non-profit partners and private security committees,
establishing localized private-sector surveillance nodes that feed data back to regional
police databases.

By routing the procurement of tools like Tangles, WebLoc, or Voyager Analytics through UASI
and HSGP grants under the guise of "domestic hate-crime prevention" and "targeted threat
mitigation," municipal agencies bypass local general fund budget audits. This allows local police
to acquire militarized cyber-intelligence platforms that would otherwise trigger intense public
scrutiny and opposition from local taxpayers.

The Transnational Funding Pipeline and FARA
Evasion

To execute these high-impact municipal advocacy and surveillance campaigns while evading
the statutory disclosure requirements of the Foreign Agents Registration Act (FARA), the
transnational network utilizes domestic U.S. 501(c)(3) non-profit organizations as financial
cutouts. This FARA mitigation strategy was originally formulated within Israel's Ministry of
Strategic Affairs under Brigadier General Sima Vaknin-Gil. By routing state funding through
state-funded public-private partnerships—such as Kela Shlomo, later renamed Concert and
currently operating as Voices of Israel—the network provides direct grant-making and
management oversight to U.S. entities without leaving a direct paper trail that would trigger
federal registration.

The financial architecture supporting CAM and its municipal operations is detailed below:

Primary Donor Primary Recipient [Fiscal Year (FY) [Transaction Value [Operational

Entity Cutout Purpose &
Channelling Flow

Beren Sea Combat Hate FY 2023 $3,592,222.00 General Operating

Foundation Foundation (CAM Support; managed

(Adam E. Beren/ |Executive Hub) under Berexco

Berexco LLC) CFO Donna
Stucky

Beren Sea Combat Hate FY 2022 $3,125,000.00 General Operating

Foundation Foundation (CAM Support;

(Adam E. Beren/ [Executive Hub) channelling

Berexco LLC) corporate
administrative
control

Beren Sea Combat Hate FY 2024 $2,775,000.00 General Operating

Foundation Foundation (CAM Support;

(Adam E. Beren/ |Executive Hub) underwriting




Primary Donor
Entity

Primary Recipient |Fiscal Year (FY)
Cutout

Transaction Value

Operational
Purpose &
Channelling Flow

Berexco LLC)

national municipal
summits

Charitable Gift
Fund

Beren Sea Combat Hate FY 2020 $2,000,000.00 Seed Funding;
Foundation Foundation (CAM Combat Hate
(Adam E. Beren/ [Executive Hub) Foundation
Berexco LLC) incorporation in
Moundridge, KS
Beren Sea Combat Hate FY 2021 $1,500,000.00 General Operating
Foundation Foundation (CAM Support;
(Adam E. Beren/ [Executive Hub) administrative
Berexco LLC) integration of
Berexco staff
Vine & Fig Tree |Vine & Fig Tree  |[FY 2025 $850,000.00 Inter-organizationa
Institute I Inc. (M. [Fund Inc. | grant-making to
Michael Davis / Ari execute secondary|
Gontownik) downstream
payouts
Vine & Fig Tree [Combat Hate FY 2024 $250,000.00 Targeted allocation
Fund Inc. Foundation (CAM) supporting the
Mayors Advisory
Board launch
Vine & Fig Tree |Philos Project FY 2024 $100,000.00 Downstream
Fund Inc. ideological
alignment and
community
security advocacy
Vine & Fig Tree [Merona FY 2024 $100,000.00 Underwriting
Fund Inc. Leadership StopAntisemitism
Foundation (Adam operations and
Milstein) Liora Rez's salary
Israel Henry Combat Hate FY 2024 $500,000.00 General support
Beren Charitable [Foundation for local law
Foundation enforcement
security training
initiatives
Ric & Suzanne |Combat Hate FY 2024 $500,000.00 Underwriting of
Kayne Foundation regional South
Foundation Florida Corridor
JMMLA
conventions
Fidelity Combat Hate FY 2020 $450,000.00 Donor-advised
Investments Foundation pass-through

funding to

preserve donor




Primary Donor Primary Recipient /[Fiscal Year (FY) [Transaction Value [Operational

Entity Cutout Purpose &
Channelling Flow
anonymity

Vanguard Combat Hate FY 2024 $305,000.00 Donor-advised

Charitable Foundation funding for
automated content
filtering pilot
programs

Donor Advised [Combat Hate FY 2022 $200,100.00 Core operating

Charitable Foundation support for the

Giving, Inc. development of
online monitoring
tools

Combat Hate Network FY 2022 $75,000.00 Outward grant to

Foundation Contagion fund academic

Research Institute social media
(NCRI) tracking and

analysis

Combat Hate Winning Strategies|FY 2020 $35,000.00 Outward payment

Foundation Washington for federal
lobbying on
municipal security
policies

Combat Hate International FY 2022 $15,000.00 Cooperative

Foundation March of the Living educational
funding and
international
delegate hosting

The corporate leadership of the Combat Hate Foundation, located in Moundridge, Kansas, is
directly intertwined with the executive team of Berexco LLC. Adam E. Beren, who founded CAM
in 2019, concealed his leadership role until 2023, during which time the foundation was legally
registered under Berexco CFO Donna Stucky and Berexco Corporate Executive Jonathan Oller,
who continues to serve as treasurer. Day-to-day operations are administered by Executive
Director Mikhail (Misha) Galperin, while global political coordination is managed by a

governance board composed of high-ranking Israeli state actors, including former Deputy Prime
Minister Natan Sharansky and former IDF Spokesperson Barney Breen-Portnoy. This leadership
structure allows CAM to rapidly execute campaigns synchronized with the Israeli Ministry of
Diaspora Affairs under a domestic philanthropic cover.

Legal, Constitutional, and Civil Rights Risk
Assessment

The integration of privatized, foreign-state-affiliated cyber-surveillance systems into municipal
policing through the CAM network creates severe civil rights, constitutional, and regulatory
liabilities. These risks are exacerbated by the proprietary and opaque nature of the systems,



which operate in a legal gray area free from the constitutional constraints imposed on public law
enforcement agencies.

Warrantless Surveillance and Fourth Amendment Evasion

The deployment of modules like Cobwebs' WebLoc presents a severe threat to Fourth
Amendment protections against warrantless searches. By purchasing commercially compiled
cell phone location data and deep-web scraping feeds, municipal police departments
systematically bypass the requirement to present probable cause of a crime to a neutral judge.
The mass extraction of geolocation data from entire neighborhoods or political assemblies
allows law enforcement to conduct warrantless dragnet tracking of citizens, regardless of their
connection to criminal activity. This circumvention of judicial oversight has drawn severe
congressional and legal scrutiny.

First Amendment Chilling Effects and Platform Manipulation

The reliance on platforms like Voyager Labs and Cobwebs fundamentally undermines First
Amendment-protected activity, including free speech, assembly, and religious expression.
Voyager Labs’ methodology relies on extracting personal data through platform manipulation. To
scrape unstructured data, the company created over 38,000 fake user accounts to bypass
privacy settings and extract information from over 600,000 Facebook users. This activity
resulted in a major federal lawsuit by Meta in 2023 for term-of-service violations.

Furthermore, because Voyager’s Al-driven algorithms score target risk based on cultural
heritage, religious text references, and linguistic markers (such as Arab heritage or ordinary
religious expressions), the technology systematically produces false positives, targeting
marginalized populations and political dissenters for police surveillance.

Extra-Legislative Policy Laundering and Foreign Influence

The coordination between CAM, municipal executives, and private cyber-surveillance vendors
represents a structured effort to bypass constitutional legislative channels. The Combat
Antisemitism Movement is heavily financed by specialized domestic non-profit
"cutouts"—including the Beren Sea Foundation (injecting over $13.1 million since 2020) and the
Vine & Fig Tree Fund.

These foundations act as financial buffers, isolating the operational entities from direct foreign
funding streams to intentionally mitigate Foreign Agents Registration Act (FARA) registration
requirements. The execution of this foreign-aligned advocacy is directed by former senior Israeli
military, intelligence, and diplomatic officials integrated directly into CAM’s governance, such as
Global Advisory Board Chair Natan Sharansky, former IDF Chief Censor Sima Vaknin-Gil, and
former commander of the IDF Spokesperson’s Unit Sacha Roytman-Dratwa.

Through this network, a foreign-aligned policy index (the Municipal Antisemitism Action Index) is
integrated directly into municipal ordinances. Once adopted, it alters local law enforcement
standards, redefining protected political speech as an actionable "bias threat". This broadened
administrative definition then serves as the legal justification for the sole-source procurement of
proprietary surveillance platforms. This represents an extra-legislative loop where private lobby
groups dictate municipal policy, which subsequently triggers the acquisition of privatized,
corporate spy tools to monitor and suppress domestic political dissent.



Strategic Conclusions and Policy Safeguards

The integration of foreign-state-affiliated cyber-surveillance systems into domestic U.S.
municipal law enforcement via the Combat Antisemitism Movement's Mayors Advisory Board
represents a critical intersection of policy laundering, federal grant diversion, and constitutional
bypass. The adoption of the Municipal Antisemitism Action Index functions as an administrative
tool, systematically lowering the legal and operational thresholds for municipal police
departments to acquire and deploy invasive web-intelligence and warrantless location-tracking
systems. Supported by massive DHS grant programs, local agencies are quietly integrating
proprietary, algorithmically biased technologies that violate fundamental First and Fourth
Amendment protections.

To counter the systemic proliferation of privatized, unaccountable intelligence networks within
domestic law enforcement, the following technical and policy safeguards are recommended:

e Mandatory Municipal Procurement Audits: Establish rigorous local and federal auditing
protocols for municipal procurement of dual-use cyber-surveillance systems, specifically
targeting cooperative purchasing schedules (such as Carahsoft) and state-level IT
schedules to ensure all software acquisitions undergo public bidding and municipal
council reviews.

e Prohibition of Warrantless Geofenced Tracking: Enact strict municipal and state-level
ordinances banning the ingestion, licensing, and utilization of location intelligence and
geofenced device-tracking modules (such as WebLoc) by municipal law enforcement and
local fusion centers without a specific, judicially approved warrant based on probable
cause.

e Enforce Independent Algorithmic Audits: Mandate that any predictive policing or
sentiment analysis platform (such as Voyager Analytics) undergo independent, third-party
technical audits to identify and eliminate algorithmic bias, specifically prohibiting the
utilization of subjective "passion" or "ideological affinity" scoring metrics.

e Establish Non-Profit Conflict-of-Interest Disclosures: Require municipal executives
and members of Mayors Advisory Boards to file formal public disclosures regarding any
policy frameworks, travel, lodging, or operational funding received from private non-profit
entities (such as CAM) prior to voting on or adopting policy indices that trigger
subsequently aligned technology procurements.

e Enforce FARA Compliance Investigations: Direct the Department of Justice to launch
comprehensive investigations into transnational advocacy networks utilizing domestic
501(c)(3) foundations as financial cutouts to execute foreign-aligned policy and
technology agendas while evading Foreign Agents Registration Act (FARA) mandates.

e Protect Public Data Ingest Pipelines: Restrict the routing of domestic law enforcement
"bias incident" and protest tracking data to private, third-party databases (such as CAM's
ARC), ensuring that public safety telemetry remains strictly subject to public records laws,
judicial review, and constitutional protections.
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